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1. Introduction
This brief is submitted in support of Bill S-5, An Act respecting the interoperability of health information
technology and to prohibit data blocking by health information technology vendors (the Connected Care for
Canadians Act). The objectives of the bill – establishing interoperability requirements for health information
technology and prohibiting vendor data blocking – are necessary and overdue. However, the bill as drafted
does not go far enough. It fails to address the most significant structural impediment to health information
exchange in Canada: the conflict between interoperability objectives and the consent-based frameworks
embedded in federal and provincial privacy legislation.

This brief argues that unless Parliament simultaneously addresses the privacy law barriers that prevent
health information custodians (HICs) from sharing personal health information across organizational and
jurisdictional boundaries, the interoperability mandated by Bill S-5 will remain largely aspirational. HICs
will continue to restrict information sharing not because of vendor lock-in or technical incapacity, but because
existing privacy statutes expose them to liability for disclosures that fall outside narrowly defined consent
and permitted-use provisions. The brief further argues that the bill fails to address patient access: Canadians
have no enforceable right to receive their own health information in structured, usable electronic formats,
and Bill S-5 does nothing to create one.

2. Bill S-5: A Necessary but Insufficient Step
Bill S-5 defines interoperability in section 5(2)(a) as technology that allows the user to “easily, completely
and securely access and use all electronic health information and exchange all electronic health information
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with other health information technologies.” This is the correct standard. The prohibition on data blocking
in section 6 is equally welcome, targeting vendor practices that artificially constrain information flow.

However, section 5(2)(a) contains a critical qualification. Health information technology is interoperable
only if it permits full access and exchange “unless any applicable federal, provincial or territorial law on
the protection of personal health information prohibits that access, use and exchange.” This carve-out is
the central problem. It means the bill explicitly defers to the very privacy statutes that currently prevent
interoperable health information exchange from occurring in practice. The bill mandates that vendors build
systems capable of sharing data, while leaving in place the legal framework that prohibits HICs from actually
using that capability.

The bill also applies in a province or territory only by order of the Governor in Council under section
7(1), and only if the Governor in Council is satisfied that the province or territory does not already have
requirements that are substantially similar to or exceed those established under the Act. This opt-in mecha-
nism, combined with the privacy carve-out, means that provinces with strong privacy protections – precisely
those jurisdictions where interoperability is most constrained – are least likely to be subject to the bill’s
requirements.

There is a further gap. The preamble to Bill S-5 recognises that the health information of Canadians “is not
easily accessible to them,” yet the bill’s operative provisions address only vendor obligations and system-to-
system exchange. Bill S-5 creates no patient access rights, prescribes no patient-facing data standards, and
does not require that interoperability specifications include mechanisms for individuals to access, retrieve,
or direct their own health information. The preamble’s promise to patients is not reflected in the bill’s
substance.

3. The Consent Barrier under Ontario’s Personal Health Information Protec-
tion Act, 2004
Ontario’s Personal Health Information Protection Act, 2004 (PHIPA) illustrates the problem in detail.
PHIPA is the most comprehensive provincial health privacy statute in Canada and governs the conduct
of health information custodians across the province.

3.1 The Explicit Consent Requirement

PHIPA section 18(1) requires that consent to the collection, use, or disclosure of personal health information
must be a consent of the individual, must be knowledgeable, must relate to the information, and must not
be obtained through deception or coercion. Section 18(3) further requires that consent must be express –
not implied – in two circumstances directly relevant to interoperability:

(a) when a health information custodian discloses personal health information to a person that is not a
health information custodian; and

(b) when a health information custodian discloses personal health information to another health infor-
mation custodian and the disclosure is not for the purposes of providing health care or assisting in
providing health care.

This means that any disclosure outside the direct clinical care relationship – including disclosures for system
planning, population health, quality improvement, or cross-organizational care coordination that does not
fall squarely within the “circle of care” – requires the individual’s express consent.

3.2 The Limits of Implied Consent and the “Circle of Care”

PHIPA section 20(2) establishes the implied consent framework commonly referred to as the “circle of care.”
A health information custodian described in paragraphs 1, 3, or 4 of the definition of “health information
custodian” in subsection 3(1) that receives personal health information about an individual for the purpose
of providing health care to the individual is entitled to assume implied consent to collect, use, or disclose
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the information for the purposes of providing or assisting in providing health care to the individual – unless
the custodian is aware the individual has expressly withheld or withdrawn consent.

This framework is narrower than it appears. Implied consent operates only among specific categories of
HICs, only for the purpose of providing health care to the specific individual, and only when the individual
has not exercised a consent directive. It does not extend to cross-organizational data sharing for system
integration, care coordination across Ontario Health Teams where the sharing entity is not directly involved
in the individual’s care, or the population-level data exchange that interoperable systems are designed to
facilitate.

3.3 Consent Directives under Part V.1

PHIPA Part V.1 (sections 55.1 through 55.14), enacted to govern electronic health records, further com-
pounds the problem. Section 55.6 requires that the framework for electronic health records include consent
directives – mechanisms by which individuals can restrict access to their personal health information within
the electronic health record. Section 55.7 provides limited consent override provisions, but these apply only
in narrow circumstances such as where a health care practitioner reasonably believes that the information
is necessary to eliminate or reduce a significant risk of serious bodily harm.

The practical effect is that even when interoperable systems exist and are technically capable of exchanging
information, individual consent directives can prevent access at the point of care. HICs that override consent
directives outside the narrow statutory exceptions face liability under PHIPA’s enforcement provisions.

3.4 Liability Exposure for HICs

The liability framework under PHIPA is substantial and creates a rational incentive for HICs to err on the
side of withholding information rather than sharing it. Section 65 provides that a person affected by a
contravention of PHIPA is entitled to recover damages, including damages for mental anguish. Section 61.1
authorizes administrative penalties. Section 72 establishes offences for wilful contraventions. Sections 56
through 60 empower the Information and Privacy Commissioner to investigate complaints, conduct reviews,
and issue orders.

A HIC that discloses personal health information in reliance on implied consent or a permitted-use exception,
and is subsequently found to have lacked adequate legal authority for that disclosure, faces complaints to
the Commissioner, administrative penalties, damage claims, and potential College regulatory proceedings.
The rational response to this risk is to default to withholding information absent clear, documented, express
consent for each specific disclosure – precisely the opposite of the free-flowing information exchange that
interoperability is intended to enable.

Section 55.13 of PHIPA does provide protection from liability for health information custodians acting in
good faith in connection with the electronic health record, but this protection is limited and does not extend
to all forms of interoperable exchange contemplated by Bill S-5.

4. The Connecting Care Act and Provincial Integration Efforts
Ontario’s Connecting Care Act, 2019 represents an ambitious provincial attempt to integrate health service
delivery through the establishment of Ontario Health and Ontario Health Teams. Section 6 sets out the ob-
jects of Ontario Health, including the promotion of health service integration and digital health, information
technology, and data management services.

However, the Connecting Care Act does not override PHIPA’s consent framework. The Act’s provisions
for permitted disclosure and collection of personal health information in section 45.1 are limited, and the
Act explicitly defers to PHIPA for the definition of “personal health information” (section 1(1)) and the
rules governing its collection, use, and disclosure. Ontario Health Teams that attempt to share personal
health information across member organizations for the purpose of integrated care delivery remain subject
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to PHIPA’s consent requirements, including the express consent requirement for non-care disclosures, the
implied consent limitations of the circle of care, and the consent directive provisions of Part V.1.

The practical result is that Ontario Health Teams – the provincial government’s primary mechanism for
care integration – cannot fully realize their mandate without either obtaining express consent from every
individual for every cross-organizational disclosure, or operating under the fiction that every disclosure falls
within the implied consent circle of care. Neither approach is sustainable or legally defensible at scale.

5. Patient Access: The Missing Dimension
The preceding sections address barriers to information exchange between health information custodians.
But Bill S-5’s preamble identifies a second problem: that the health information of Canadians “is not easily
accessible to them.” This section examines a related but distinct gap in the current framework: patients
themselves have no enforceable right to access their own health data in a structured, usable electronic format.

5.1 No Right to Usable Electronic Records

PHIPA section 52(1.1) grants individuals the right to request access to their records in electronic form.
However, the format must either meet requirements prescribed by regulation under section 52(1.1)(a) or be
specified by Ontario Health in accordance with regulations under section 52(1.1)(b). The regulation-making
authority for the latter is found in section 73(1)(m.0.1). Neither mechanism has been exercised. No electronic
format has been prescribed by regulation, and Ontario Health has not specified one. The right to electronic
access exists in statute but is structurally hollow – in practice, custodians default to PDFs, CDs, data on USB
sticks in static, non-structured formats that cannot be imported into another provider’s system, integrated
into a patient-facing health application, or used for any purpose beyond reading on a screen or printing.

PIPEDA Principle 4.9 grants individuals a general right of access to personal information held by an orga-
nization. Clause 4.9.4 requires the information to be provided “in a form that is generally understandable,”
but this addresses comprehensibility – explaining abbreviations and codes – not electronic format. PIPEDA
says nothing about structured, machine-readable, or electronic access. An organization can satisfy its access
obligation by mailing a paper printout.

Bill C-27 would have introduced a data mobility right under the proposed CPPA (section 72), allowing indi-
viduals to direct the transfer of their personal information to another organization in a prescribed electronic
format. The bill died on the order paper. No comparable data mobility provision exists in any Canadian
statute currently in force.

Bill S-5 does not address this gap. It focuses on vendor obligations – prohibiting data blocking and mandating
interoperability between clinical information systems – but creates no patient access rights and prescribes
no patient-facing data standards.

5.2 The Custodial Model as Gatekeeper

The custodial model embedded in provincial health privacy legislation designates health information custo-
dians – physicians, hospitals, pharmacies, laboratories – as the legal custodians and gatekeepers of patient
data. This model was designed for paper records and bilateral provider-patient relationships, where a single
provider held a single chart and the patient could request a photocopy.

Under this model, patients must request access through the HIC, who controls the format, timing, and
completeness of the response. There is no obligation to provide data in a format the patient can use to share
with other providers, integrate into personal health applications, or exercise meaningful control over. The
custodial model treats patient data as institutional property to be guarded, not as personal information to
be controlled by the individuals who generated it through their health encounters.

Where custodians have implemented patient-facing portals, the result has been what practitioners in On-
tario’s e-health community have termed “portalitis”: a proliferation of disconnected, custodian-specific por-
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tals that replicate in digital form the same institutional silos that characterise the paper-based model. Each
portal displays only the information held by that custodian, in a format determined by the custodian, with
no mechanism for the patient to aggregate, export, or transfer data across portals. A standards-based ap-
proach using FHIR APIs and SMART on FHIR, as described in section 5.4, would replace this fragmented
landscape with a single patient-directed access model in which one application, chosen by the patient, can
retrieve structured data from every custodian through a common interface.

This gatekeeper dynamic also reinforces the effects of vendor lock-in. Even if Bill S-5 succeeds in making
clinical systems technically interoperable with one another, patients remain locked out. Data flows between
systems at the discretion of custodians, not at the direction of patients. Without patient-facing access rights
backed by enforceable format standards, interoperability serves institutions, not individuals.

5.3 International Comparison

The United States offers a concrete demonstration that enforceable patient access standards are achievable.
The 21st Century Cures Act (2016) and the ONC Cures Act Final Rule (2020) require certified health
information technology to support standardized HL7 FHIR R4 APIs for patient access, secured through
the SMART on FHIR authorization framework. The United States Core Data for Interoperability (USCDI)
defines a minimum set of structured, machine-readable health data elements that must be available through
these APIs. Patient-facing API access must be provided at no cost, and the information blocking prohibition
extends to practices that interfere with patient access, not only system-to-system exchange.

Canada has nothing comparable in force. Bill S-5’s interoperability specifications under section 5(2)(b) could
readily be extended to include patient-facing access standards, but as drafted they do not.

5.4 Available Standards: FHIR, SMART on FHIR, and Flat FHIR

The standards necessary to provide patients with structured, secure, interoperable access to their own health
data are mature and widely deployed internationally. Three are of particular relevance.

HL7 FHIR (Fast Healthcare Interoperability Resources) represents health information as discrete,
structured “resources” — standardized data objects for clinical concepts such as medications, conditions,
allergies, lab results, and immunizations — accessible through RESTful APIs. Unlike document-based
exchange, FHIR data is machine-readable and computable: it can be imported into clinical systems, processed
by applications, and aggregated across multiple sources.

SMART on FHIR provides a secure OAuth 2.0 authorization layer on top of FHIR APIs, enabling patients
to grant third-party applications granular, revocable permission to access their health data from any SMART-
enabled system. The patient controls which applications access their data, what data is shared, and for how
long.

FHIR Bulk Data Access (commonly referred to as Flat FHIR) enables complete record export through
a standardized asynchronous operation, delivering all of a patient’s data as structured, processable files in a
single request — essential for transferring to a new provider, relocating to a different province, or assembling
a comprehensive personal health archive.

Together, these three standards provide the complete technical stack for patient data access: FHIR defines
the data model, SMART on FHIR provides secure patient-directed authorization, and Flat FHIR enables
complete record portability. This is not a theoretical model. It is the operational foundation of patient
data access in the United States under the Cures Act Final Rule. The major clinical information systems
deployed in Canadian hospitals — including Epic, Oracle Health (formerly Cerner), and MEDITECH —
already support FHIR APIs in their US implementations. The technical capability exists within Canada’s
installed health IT infrastructure. What is absent is any legal requirement to enable it for patient access.

The regulation-making authority in PHIPA section 73(1)(m.0.1) and the interoperability specification au-
thority in Bill S-5 section 5(2)(b) both provide statutory vehicles through which these standards could
be prescribed for patient access and data portability. Neither has been exercised or directed toward this
purpose.
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5.5 Patient-Controlled Identity: W3C Decentralized Identifiers and Verifiable Credentials

The preceding standards address the format, authorization, and export of health data. A related but distinct
challenge is patient identity. In the current framework, a patient’s digital identity within the health system
is custodian-assigned and custodian-controlled: a hospital medical record number, a patient portal login
credential, a provincial health insurance number. Each custodian maintains its own identity for the patient,
these identities are not portable across custodians or jurisdictions, and the patient has no control over them.
When a patient moves between provinces, changes providers, or seeks care from a new institution, there is
no mechanism for the patient to carry a verifiable digital identity that is recognised across systems without
institutional intermediation.

W3C Decentralized Identifiers (DIDs), a W3C Recommendation as of July 2022, provide a standards-
based solution to this problem. A DID is a globally unique, persistent identifier that is cryptographically
generated and controlled by the patient, not by a hospital, province, or vendor. Unlike traditional federated
identity models where a trusted intermediary validates identity claims on behalf of the individual, a DID
allows the individual to prove their identity through cryptographic keys they hold.

W3C Verifiable Credentials, also a W3C Recommendation, build on this foundation. A Verifiable
Credential is a digitally signed, tamper-evident attestation issued by a trusted party — in a health context,
a health information custodian — to a holder, typically the patient. A hospital could issue a Verifiable
Credential attesting to a patient’s immunization history, a pharmacy could issue one for a current medication
list, and a surgeon could issue one summarizing a completed procedure. The patient holds these credentials
in a digital wallet and presents them selectively to any relying party that needs to verify specific health
information. The relying party can cryptographically verify the credential’s authenticity without contacting
the issuing custodian.

Together with the FHIR-based access standards described in section 5.4, DIDs and Verifiable Credentials
complete the picture of patient data sovereignty: FHIR provides the data model, SMART on FHIR and Flat
FHIR provide access and export, and DIDs with Verifiable Credentials provide patient-controlled identity
and portable, authenticated health attestations. DIDs address the fragmented identity problem that cur-
rently requires patients to re-establish their identity with each new custodian, while Verifiable Credentials
enable a model where the patient is the primary conduit of their own health data rather than a passive sub-
ject of custodian-to-custodian exchange. As discussed in section 7, this distributed architecture also offers
fundamental cybersecurity advantages over centralized data repositories.

Canada already has the governance infrastructure to support this model. The Pan-Canadian Trust Frame-
work (PCTF), developed by the Digital ID & Authentication Council of Canada (DIACC) with federal,
provincial, and territorial input, provides conformance criteria for trusted digital identity ecosystems — in-
cluding digital wallets, trust registries, credentials, and privacy — aligned with the Trust over IP (ToIP)
architecture and the fair information principles underlying PIPEDA. Adopting DID and Verifiable Creden-
tial standards for health information would extend this existing infrastructure into the health domain, not
build from scratch.

6. The Structural Problem: Privacy as a Barrier to Patient Safety
The preamble to Bill S-5 states that Parliament recognizes that the health information of Canadians is not
easily accessible to them or to their health care professionals, and that this puts the safety of Canadians at
risk. This is correct. The irony of the current legislative framework is that privacy legislation designed to
protect individuals is, in practice, preventing the information sharing needed to ensure their safety.

A patient who presents to an emergency department with a complex medication history held across multiple
providers and pharmacies cannot have that history accessed through interoperable systems if any of the
relevant custodians lack clear consent authority for the disclosure. A primary care physician referring a
patient to a specialist cannot electronically transmit the patient’s complete record if the record contains
information subject to a consent directive. An Ontario Health Team attempting to coordinate home care,
hospital care, and community care for a frail elderly patient cannot share the patient’s comprehensive care
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plan across member organizations without navigating a consent framework that was designed for bilateral
custodian-patient relationships, not multi-organizational integrated care.

The privacy framework thus locks out both providers and patients. Consent barriers prevent custodians
from sharing information with one another, while the absence of enforceable electronic access rights prevents
patients from obtaining their own data in usable formats. The standards and the technology to address
both problems exist and are already deployed or deployable within the systems Canadian hospitals use, as
described in sections 5.4 and 5.5. Without reforms on both fronts, the bill addresses the plumbing while
leaving two separate taps sealed shut.

The consent framework embedded in PHIPA and PIPEDA reflects a model of health care delivery that is
increasingly obsolete: the bilateral relationship between a single provider and a single patient, where infor-
mation flows are limited and identifiable. Modern health care delivery is team-based, multi-organizational,
and digitally enabled. The privacy framework has not kept pace with this transformation, and Bill S-5 as
drafted does not compel it to do so.

7. The Cybersecurity Problem: Centralized Data as a Target
The second reading debate on Bill S-5 in the Senate on February 24, 2026 revealed an implicit assumption
in the bill’s framing: that interoperability will be achieved by building larger, more connected centralized
repositories of health data. Senator Kingston’s speech described pan-Canadian data sharing agreements,
provincial patient portals such as MyHealthNB, the Pan-Canadian Health Data Strategy, and a Shared Pan-
Canadian Interoperability Roadmap. The vision is one of bigger, better-connected institutional data stores
through which health information flows between organizations on a need-to-know basis.

This vision has a fundamental security problem. Centralized repositories of personal health information
are high-value targets for cyberattack, and Canada’s health sector has already demonstrated that it cannot
adequately defend them.

The most consequential demonstration of this risk occurred in February 2024, when Change Healthcare —
a subsidiary of UnitedHealth Group and the largest healthcare payment processor in the United States —
was breached by the ALPHV/BlackCat ransomware group through a Citrix remote access portal that lacked
multi-factor authentication. A single compromised credential on a legacy server brought down the claims
processing infrastructure that handled approximately one in three American healthcare transactions. The
breach affected approximately 190 million people — nearly 40 percent of the U.S. population — exposing
Social Security numbers, medical records, and billing information in the largest healthcare data breach in
history. This is what centralization of health data produces: a single point of failure whose compromise
affects an entire nation’s health system.

Canada’s health sector has experienced its own demonstrations. In 2019, LifeLabs — Canada’s largest
community laboratory testing company — suffered a breach that exposed the personal health information
of approximately 15 million Canadians, including lab results and health card numbers. In 2021, the New-
foundland and Labrador health system was struck by a cyberattack that disrupted health services across
the province for weeks, compromised personal health information, and forced a reversion to paper-based
processes. In 2023, five southwestern Ontario hospitals served by a shared IT services provider, TransForm
Shared Service Organization, were hit by a ransomware attack that exposed the data of approximately 5.6
million patient visits and disrupted care across the region. These are not isolated incidents. Health sector
organizations are among the most frequently targeted by ransomware and data theft operations precisely
because they hold dense, high-value concentrations of personal information.

The approach contemplated in the Bill S-5 debate — aggregating more health data into larger, more inter-
connected centralized systems — amplifies this risk. Each new pan-Canadian data sharing agreement, each
new provincial portal, each new interprovincial data link creates a larger target and a wider blast radius
when a breach occurs. The interoperability that Bill S-5 mandates will, if implemented through central-
ized exchange models, create exactly the kind of dense, high-value data concentrations that attackers seek.
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Senator Rebecca Patterson raised this concern directly during the debate, asking whether cybersecurity stan-
dards would apply not only to vendors but also to the provinces and health systems that would hold and
exchange this data. Senator Kingston acknowledged that cybersecurity “is something that I will mention in
terms of needing to think about” — a response that underscores the gap. The bill mandates interoperability
without addressing the security implications of the larger, more connected data stores that interoperability,
as currently envisioned, will create.

There is an alternative architectural model that addresses both the interoperability objective and the cy-
bersecurity risk: a distributed model in which the patient, not an institutional repository, is the hub of
their own health information. The patient-as-hub model described in section 5.5 — using W3C Decentral-
ized Identifiers for portable, patient-controlled identity and W3C Verifiable Credentials for authenticated,
tamper-evident health attestations carried in a patient-controlled digital wallet — is not merely a patient em-
powerment initiative. It is an architecturally superior response to the cybersecurity problem that centralized
exchange creates.

In a distributed, patient-as-hub model, there is no single aggregated repository of millions of patient records
to breach. Health information is issued as Verifiable Credentials to the patient at the point of care and held
in the patient’s own digital wallet. The patient presents relevant credentials to providers, applications, or
institutions as needed. The receiving party can cryptographically verify the credential’s authenticity and
integrity without accessing a centralized data store. Custodians retain their own clinical records as they do
today, but the aggregation point — the place where a complete picture of a patient’s health is assembled —
is the patient’s own wallet, not an institutional system. This means that a breach of any single custodian’s
system compromises only that custodian’s records, not a pan-Canadian data lake. The attack surface is
distributed across millions of individual wallets rather than concentrated in a small number of high-value
institutional targets. An attacker who compromises a single patient’s wallet obtains one person’s data; an
attacker who compromises a centralized repository obtains millions.

This is not a theoretical distinction. It is the core architectural principle behind the movement toward
decentralized identity and verifiable credentials across multiple sectors, and it is precisely the kind of security-
by-design approach that should inform a bill whose stated purpose is to enable the secure exchange of
health information. The current trajectory — mandating interoperability through centralized exchange
while leaving cybersecurity as an afterthought — inverts the correct priority. Security architecture should
drive the design of the interoperability framework, not be bolted on after the centralized infrastructure is
built.

8. Recommendations
To fulfill the objectives of Bill S-5, the following amendments or complementary measures should be consid-
ered:

8.1 Amend section 5(2)(a) to narrow the privacy carve-out. Rather than deferring entirely to all applicable
privacy legislation, the bill should specify that interoperability requirements apply unless disclosure is pro-
hibited by a privacy law provision that has been assessed against the interoperability objectives of this Act
and found to be necessary and proportionate.

8.2 Include a provision establishing a federal-provincial working group, with a defined timeline, to identify
specific provisions in provincial health privacy statutes (including PHIPA) that impede interoperable health
information exchange and to develop model amendments that balance privacy protection with information
flow.

8.3 Amend the bill to include a regulation-making power to establish a “trusted exchange framework”
under which health information custodians that participate in an approved interoperability framework are
deemed to have a permitted-use basis for disclosures within that framework, subject to appropriate safeguards
including purpose limitation, minimum necessary disclosure, security standards, and audit requirements.

8.4 Include a provision requiring that the Governor in Council, when considering an order under section 7(1),
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assess whether the province’s privacy legislation contains provisions that would render the interoperability
requirements of this Act inoperable and, if so, whether the province has taken or committed to take steps
to address those provisions.

8.5 Include a liability safe harbour for health information custodians who disclose personal health information
through an interoperable system that meets the standards and specifications prescribed under section 5(2)(b),
provided the disclosure is made in good faith and in accordance with the purposes of this Act. This would
address the rational risk aversion that currently leads HICs to default to information withholding.

8.6 Engage with the federal privacy law modernization process to ensure that any successor to PIPEDA
(whether through a revived Bill C-27 or a new bill) includes a health information interoperability exception
that permits the disclosure of personal health information without express consent where the disclosure
occurs through a system that meets prescribed interoperability and security standards, for the purpose of
providing or supporting health care.

8.7 Amend Bill S-5 to require that interoperability specifications under section 5(2)(b) include patient-facing
access standards based on HL7 FHIR R4, the SMART on FHIR authorization framework, and the FHIR
Bulk Data Access specification (Flat FHIR). Certified health information technology should be required to
expose patient-facing FHIR R4 APIs that provide structured, machine-readable health records, to support
SMART on FHIR so that patients can securely authorize third-party applications to access their data, and
to support the Flat FHIR bulk export operation so that patients can obtain a complete, structured export of
their records for data portability purposes. Complementary provincial reforms should require Ontario Health
to exercise its authority under PHIPA section 73(1)(m.0.1) to prescribe FHIR-based electronic formats as
the standard for patient access, replacing PDF and paper as the default. These standards are mature, widely
implemented internationally, and already supported by the major clinical information systems deployed in
Canadian hospitals. Adopting them would give patients the ability to obtain, secure, share, and use their own
health data in standard, interoperable formats – and would align Canada with the patient access framework
already in operation in the United States under the 21st Century Cures Act.

8.8 Adopt a distributed, patient-as-hub architecture for health information exchange, grounded in W3C
Decentralized Identifiers (DIDs) and W3C Verifiable Credentials, as both a patient empowerment measure
and a cybersecurity imperative. Health information custodians participating in an interoperability framework
under this Act should be required to support the issuance of Verifiable Credentials to patients for key health
information – including immunization records, medication lists, diagnostic summaries, and care plans – in a
format the patient can hold in a digital wallet and present to other providers, applications, or institutions
without custodian intermediation. As described in section 7, the centralized exchange model implicit in
the current approach to interoperability concentrates health data into high-value targets that have proven
indefensible – as the Change Healthcare breach, the LifeLabs breach, and numerous Canadian health system
attacks have demonstrated. A distributed model in which the patient is the hub of their own information
eliminates the single-point-of-failure problem, distributes the attack surface across millions of individual
wallets rather than a small number of institutional repositories, and limits the blast radius of any single
breach to one patient’s data rather than millions of records. This is security by design, not security as an
afterthought. The framework should be aligned with the Pan-Canadian Trust Framework (PCTF) and the
Trust over IP (ToIP) architecture to ensure consistency with Canada’s existing digital identity infrastructure
and governance models.

9. Conclusion
Bill S-5 is a necessary and welcome intervention. The prohibition on vendor data blocking and the es-
tablishment of interoperability requirements address a real and longstanding problem in Canada’s health
information ecosystem. However, vendor behaviour is only one dimension of the interoperability problem.

The bill faces three structural gaps. First, the privacy legislation that governs the disclosure of personal
health information by the custodians who hold it actively prevents the interoperable exchange that the bill
seeks to enable. Unless the privacy carve-out in section 5(2)(a) is narrowed and complementary reforms
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are pursued to provincial health privacy statutes such as PHIPA and to the federal privacy framework
under PIPEDA, the bill will succeed in requiring vendors to build interoperable systems while leaving health
information custodians unable to use them.

Second, the bill creates no patient access rights. Canadians have no enforceable right to receive their own
health information in structured, usable electronic formats. The bill addresses system-to-system exchange
but leaves patients locked out of their own data.

Third, the implicit model of interoperability discussed in the Senate debate — larger, more connected central-
ized data repositories — creates significant cybersecurity risk without addressing it. Canada’s health sector
has repeatedly demonstrated its vulnerability to cyberattack, and aggregating more health data into bigger
institutional stores amplifies the target and the blast radius. A distributed, patient-as-hub model using W3C
Decentralized Identifiers and Verifiable Credentials would achieve interoperability through a fundamentally
more secure architecture, one in which the patient carries authenticated health information rather than re-
lying on centralized repositories that concentrate millions of records behind institutional defences that have
proven inadequate.

The bill should be amended to ensure that interoperability is not merely a technical capability imposed on
vendors, but a legal reality that reforms the privacy barriers, empowers patients with enforceable access
rights, and adopts a security architecture that distributes rather than concentrates risk. The patient should
be at the centre of this framework — not as a passive subject of custodian-mediated exchange, but as the
primary controller of their own health information.

Submitted for consideration by the Standing Committee on Social Affairs, Science and Technology in con-
nection with the study of Bill S-5.
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